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Protecting Company Secrets at the U.S. Border
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Business travelers typically store privileged and otherwise confidential information on their laptops, cell phones, and other
portable devices — from trade secrets and business strategies to attorney-client communications and other sensitive data. It has
become increasingly common for business travelers to be stopped, questioned, or even detained at U.S. ports of entry. In such
circumstances, employees find themselves wondering about how to respond and how to protect themselves and their company’s
data, especially if asked to relinquish or consent to the imaging of their devices. For companies doing business abroad and
especially for companies employing non U.S. citizens, it is critical to have the tools and information to know how to navigate these
encounters. This program will discuss the legal background applicable to such encounters, offer strategies for dealing with such
encounters for:
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* Companies with employees who travel frequently with sensitive data
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» Customs border authority and one’s rights
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* Imaging of information on laptops
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+ Judicial scrutiny of seizure
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* Protecting corporate data in high-risk countries
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» Cybersecurity best practices
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